2 v, HBK @ O OMEGA

S8 \\\\\\\\ HOTTINGER BRUEL & KIER a spectris company

SERVOMEX % @ itie. NDO =L
a spectrls company A -‘.‘;:esc;fl\ﬂs TECHVI:IPSK)(:;R(‘;‘{ES’ RED LiowN

a spectns oompany

Third Party Due Diligence Privacy notice
English

Chinese

Third Party Due Diligence Privacy Notice Version 1 (05.2021)
Page 1 of 10

UNRESTRICTED DOCUMENT


https://www.spectris.com/contact
https://www.malvernpanalytical.com/en/about-us/contact-us/
https://hbkworld.com/imprint/
https://www.omega.com/en-us/contact-us
https://www.servomex.com/contact/servomex-offices/
https://www.pmeasuring.com/contact-us/
https://www.ndc.com/contact-us/
https://www.redlion.net/forms/contact-us-0

v HBK S 0 OMEGA

Panalytical
spectins cor HOTTINGER BRUEL & KLER a spectris company

SERVOMEX % (@ faike N)"‘ '\'L

a spectris company SYSTEMS®

TECHNOLOGIES RED LionN
2 SPECLIIS company

English - Third Party Due Diligence Privacy Notice

n u

The companies belonging to the Spectris Group (referred to in this Privacy Notice as “Spectris”, “we”,

“us”, “our”) take privacy serious. We see it as our duty of care to protect your personal data and to
ensure that all personal data is used in accordance with applicable data protection laws.

This Privacy Notice explains what kind of personal data is collected and how it is being used in view of
our third-party due diligence process. Part of Spectris’ values is acting with absolute integrity and
conducting business in an ethical way. Spectris only wants to engage third parties that are trustworthy
and for that purpose subjects third parties to a due diligence process on a case by case basis. This is
not new. In the past, Spectris performed this due diligence process mostly manually and now we want
to automate parts of the due diligence process and for that purpose, will use a screening tool.

This Privacy Notice may be changed over time and was last changed in May 2021. The most up-to-
date- Privacy Notice is published on the Spectris website.

For further information on who we are, please click on the relevant company logo.
Who is responsible for the personal data?

Spectris Plc is the company determining the outset of the due diligence process and the configuration
of the screening tool for the entire Spectris Group. As such, Spectris Plc also maintains the screening
tool. Together with Spectris Plc, the specific Spectris company with whom you intent do enter into a
business relationship (“Spectris Operating Company”) will be responsible for the processing of
personal data as described in this Privacy Notice. Both entities will act as controller within the meaning
of the applicable data protection laws. If you have any questions regarding this Privacy Notice, our use
of your personal data or your rights in relation to your personal data, you can contact us via
data.protection@spectris.com. This account is monitored by the Spectris Group Privacy Counsel. If
deemed necessary, your email will be forwarded to the relevant Spectris Operating Company.

For which purposes do we process personal data?

Spectris has implemented a due diligence process to allow Spectris to take informed decisions about
the potential risks presented by third parties we consider conducting business with. Personal data is
processed for this purpose. By implementing a due diligence process Spectris aims to minimize the
risks of acting in breach of its own Code of Business Ethics and applicable laws and regulations.

What does the processing of personal data with the screening tool specifically entail?

The screening tool that Spectris has implemented in the context of the due diligence process, allows
us to screen an individual or company against - structured and unstructured - publicly available
information which is amongst others included in watch (and sanctions) lists, public registers,
regulatory sources, media and other legal sources (such as published court cases).
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The publicly available information sources against which the screening takes place may include
criminal information if your company or the individuals related to your company have a criminal
history.

On what basis do we process personal data?

We process personal data in the context of the due diligence process to ensure our compliance with
applicable laws and on the basis of our legitimate interest to ensure that we only conduct business
with trustworthy third parties that meet our company standards. Our company standard follows
directly from our Code of Business Ethics.

Which personal data do we process?
In the context of the due diligence process, we might process the following personal data:

1. We use your contact details such as first name, last name and email address to send you our
due diligence questionnaire and to communicate with you in relation to the completion of our
due diligence.

2. Inthe due diligence questionnaire, we may for example ask for:

a. names of the owners of your company, members of the board of directors, CEO, CFO
and COO.
b. evidence of existence and registration, which incorporation documents may include
personal data like name, date of birth and home addresses.
c. Details and copy of relevant licenses or permits required to conduct business with us.
These may include picture, name and date of birth.
We encourage you to remove or strike through any personal data irrelevant for the
verification of your company’s registration or for our verification of your license or permit
(which, depending on the specific circumstances, may for example be home addresses).

3. We may screen companies we consider conducting business with and our screening tool
shows records found of the company screened, including the individuals affiliated with that
company, such as CEO’s or CFQ’s, if such information is indeed publicly available.

4. |If we deem itrequired for the purposes mentioned above, we may screen an individual related
to your company in our screening tool. For this, we process first name and last name and to
the extent available to us other personal data that can eliminate you from the positive hits
provided by our screening tool, such as middle name, alias(es), email address, date of birth,
gender, job title, employer, address details, country of citizenship and exceptionally social
security number or tax ID (and the latter numbers only to the extent allowed by the applicable
laws).

For how long do we retain personal data?

Personal data processed in the context of the due diligence process will generally be retained by us
for the duration of three years after (a) the decision to not enter into a relationship; or (b) the end of
the business relationship with the third party. Personal data may be retained longer than the retention
period if legal or regulatory requirements so dictate or if such longer retention is required in case of a
(potential) legal dispute.

Who has access to personal data?
Access to personal data within the Spectris Group

The personal data will be available within the Spectris Operating Company you do business with, to
only those who need access to the data and only to the extent necessary to meet the purposes
specified above. We will take appropriate measures to ensure that your personal data is appropriately
safeguarded.
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The personal data may also be accessed by individuals within Spectris who are tasked with a
compliance function, for example for further review of the answers provided in the due diligence
guestionnaire, or for maintaining the screening tool. These individuals are subject to confidentiality
obligations and trained in data protection. Further sharing of the personal data within Spectris will
solely be performed if and to the extent required for the purposes set forth above.

Spectris runs a group wide data protection compliance program and has filed for Binding Corporate
Rules, meaning that your personal data exchanged within the Spectris Group is treated with the same
degree of care —regardless of where processing takes place —as long as your data is transferred within
the Spectris Group.

Access to your personal data by third parties

The personal information is foremost intended for our internal business process in deciding whether
to enter into a business relationship with you or the company you work for. This means it is an internal
process, but we use a cloud-based system offered by a third party as a screening tool. We may also
occasionally decide to outsource due diligence to a third party or we may need to comply to
governmental and regulatory bodies and other third parties to whom we must disclose information
under applicable law, such as to comply with a court order or a request from a regulator or similar
legal process, or otherwise where necessary to comply with a legal obligation or for the administration
of justice. If required, we may share the personal data with our professional advisors, for example in
the event of a dispute or legal matter.

Where third parties are given access to personal data, we will take the necessary contractual, technical
and organisational measures.

If your personal data is transferred to a recipient in a country outside the European Economic Area
that does not provide an adequate level of protection for personal data, we will provide for
appropriate safeguards, for example conclude a contract encompassing the standard data protection
clauses adopted by the European Commission with the relevant third party. A copy of such contract
or more information about the appropriate safeguards taken to enable the transfer of personal data,
can be obtained upon request via data.protection@spectris.com

Personal data obtained from third parties

We work closely with third parties (including business partners, sub-contractors in technical, payment
and delivery services, advertising networks, analytics and search information providers) and may
receive personal data about you from them. Such data obtained from third parties will be kept in
accordance with the same duty of care as described in this Privacy Notice, and with any additional
restrictions imposed by the third party that shared your personal data.

Your Rights

You have a number of rights under applicable data protection law in respect of our processing of your
personal data. These include:

e the right to request access to your personal data;
e the right to request rectification of any personal data that we hold;
e subject to certain conditions:
o theright to request erasure of your personal data;
o the right to request restriction of processing of your personal data;
o the right to have your personal data transferred to another controller;
e where we rely on your consent for processing, the right to withdraw such consent; and
o the right to lodge a complaint with a data protection authority. In the UK, this is the
Information Commissioner’s Officer (ICO). A list of European authorities can be found via this
link: http://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=612080
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Chinese - Third Party Due Diligence Personal Information Notice

BETTRPAEN NG BB

The companies belonging to the Spectris Group (referred to in this Personal Information Notice as
“Spectris”, “we”, “us”, “our”) take the personal information serious. We see it as our duty of care to
protect your personal information and to ensure that all personal information is used in accordance

with applicable data protection laws.

BEHEEREFSAT (ERNNEEEM, oy “BEd” o “Bi17 . “TIMmM” ) =
AN NE B BATE LRI IE AN NG BRI A X T NG B R R S3d A 18 O a7k
BENERATRIER X5

This Personal Information Notice explains what kind of personal information is collected and how it is
being used in view of our third-party due diligence process. Part of Spectris’ values is acting with
absolute integrity and conducting business in an ethical way. Spectris only wants to engage third
parties that are trustworthy and for that purpose subjects third parties to a due diligence process on
a case by case basis. This is not new. In the past, Spectris performed this due diligence process mostly
manually and now we want to automate parts of the due diligence process and for that purpose, will
use a screening tool.

$4A%%ﬁﬂ%E%%Eﬁm%%Eﬁ@%ﬁéﬁ?$AW%ﬁﬂAA%MH&WHﬁ%ﬁ
A NER . IERPAE AW AT 35 DL BA A B R A 7 SR8 b 55 2 1 o B A 24k
BaH A E SEREBIN =T & 1F, %%,Mﬁif4%¢ﬁ“*ﬁﬁﬁﬁﬂﬁ§ SRR
HERFIFEEIESR, &%, BaEEREE N TRARTIZE R ERT, milE, &K
140 B BRI B AR E Bk, ﬁ%ﬁ%&“ﬁﬁ%*ﬁﬁﬁlho

This Personal Information Notice may be changed over time and was last changed in May 2021. The
most up-to-date- Personal Information Notice is published on the Spectris website.

A NG BB RT AT e =BR[] T 5, ot —RIB2T 2021 4 5 H o oA RIS A\ 5 Bl
IR RAT T R M

For further information on who we are, please click on the relevant company logo.

BRAEAT R 20 T ARRATT, U R AR S 2 R R

Who is responsible for the personal information?
PR AN R B AFT?

Spectris Plc is the company determining the outset of the due diligence process and the configuration
of the screening tool for the entire Spectris Group. As such, Spectris Plc also maintains the screening
tool. Together with Spectris Plc, the specific Spectris company with whom you intent do enter into a
business relationship (“Spectris Operating Company”) will be responsible for the processing of
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personal information as described in this Personal Information Notice. Both entities will act as
controller within the meaning of the applicable data protection laws. If you have any questions
regarding this Personal Information Notice, our use of your personal information or your rights in
relation to your personal information, you can contact us via data.protection@spectris.com. This
account is monitored by the Spectris Group Privacy Counsel. If deemed necessary, your email will be
forwarded to the relevant Spectris Operating Company.

Spectris Plc /2% HFEMB RN ER PGS ME TRAREMRER . FFE, Spectris Plc
e fgeirina TR, BRES @ SRRz e RaEAR (“BEaEHFzEnan” )
¥ Spectris Plc LA AN AE BB APk 19 NG BACER A 57 . 78 BT i H (£ R 47 T
N IR EREAE NG . R ES AN NG B@ A FADS TN NG B 08 H S0 A
P51 A NG BARSCIBCR A AR 5E 0], & 0] LLlid data.protection@spectris.com 53 A THE
Fo ZK S HEHEERBRRIES ATTIRE. WEVE, EBE TR RGN EE

BE N

For which purposes do we process personal information?

BAVEEANNE B H T E K ?

Spectris has implemented a due diligence process to allow Spectris to take informed decisions about
the potential risks presented by third parties we consider conducting business with. Personal
information is processed for this purpose. By implementing a due diligence process Spectris aims to
minimize the risks of acting in breach of its own Code of Business Ethics and applicable laws and
regulations.

AR RERE ALIRATT 5 B 5 T Rk 55 1 55 =05 AT REATT SR KRSt B kg, 5 2
25t 7 WU AR . A AE B AAAB IRt H . s e R AR, B
W R PSS B 5 RV IEEAT 9 rEN ) Sl PR A XU o

What does the processing of personal information with the screening tool specifically entail?

fE TR E TRANEA NG BB KR 5T ?

The screening tool that Spectris has implemented in the context of the due diligence process, allows
us to screen an individual or company against - structured and unstructured - publicly available
information which is amongst others included in watch (and sanctions) lists, public registers,
regulatory sources, media and other legal sources (such as published court cases).

FERHRAEREFIUN, A & AR R S T RATR IRATRE AR 2 T 7] & i S5 M BiaE 4 1y
AE BXFE— DN NEARHATI A, AR AT ARG BIRERM AR (DUAHIEALER) (&
GO WS BV B A HARE G B (B AT URA R PaERE R,

The publicly available information sources against which the screening takes place may include

criminal information if your company or the individuals related to your company have a criminal
history.

IR B R B B REIAT R A AAFAEARARIC S, G 2 i 1) T el AR DR AT Ae AR AR (S

On what basis do we process personal information?

BAVETFER EAAEANANER?

We process personal information in the context of the due diligence process to ensure our compliance
with applicable laws and on the basis of our legitimate interest to ensure that we only conduct
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business with trustworthy third parties that meet our company standards. Our company standard
follows directly from our Code of Business Ethics.

FAVE R PSR AN NE R, BEFRIADE TG HRER, RN R T RATH R
ik B AR HE R B 28 =TT Rk 5 i & at . AR ELHRIR T AT CRlliE
AT NHEN]Y

Which personal information do we process?

BAVLEIREN NER?

In the context of the due diligence process, we might process the following personal information:
ERPRAEEFREES, RITTRSLEUTMIANEE:

5. We use your contact details such as first name, last name and email address to send you our
due diligence questionnaire and to communicate with you in relation to the completion of our
due diligence.

WAMEHERECR TN (B4 7,k IRACHR-FHRAF L) ) R IRAT I R BRI A
45, JHE S8 U HR R A N A v 5 ATV 1 .
6. Inthe due diligence questionnaire, we may for example ask for:
ERBRA R G, AT R R BN (5 B aibrel, filtn.
d. names of the owners of your company, members of the board of directors, CEO, CFO
and COO.
REPTAE . RS BEPIITE. BREVSE RERZEENTES.
e. evidence of existence and registration, which incorporation documents may include
personal information like name, date of birth and home addresses.
ArRe s A . HAEH I, KA NS B AR S AR IHIE B A 2 =] 52T
A
f. Details and copy of relevant licenses or permits required to conduct business with us.
These may include picture, name and date of birth.
NETATIF VS5 2 B BB BAH O VF T et e PR A5 B R HLRIA . Horp]
ReRUFE . s S A I
We encourage you to remove or strike through any personal information irrelevant for the
verification of your company’s registration or for our verification of your license or permit
(which, depending on the specific circumstances, may for example be home addresses).
AT S il S5 o ) 2 A A 55 4% S B w1 VR MG R 1Y, B0 AT TAZ SRR 1 VF T Bt e
TRIDMNGEE FERAEE M E, Bt iEE TRz .

7. We may screen companies we consider conducting business with and our screening tool
shows records found of the company screened, including the individuals affiliated with that
company, such as CEQ’s or CFQ’s, if such information is indeed publicly available.

AT RE X BATE B E 2 IF A S AR BT i, AT A T A2 Bon ik 3|
IR I A m )l s, G 5125 A R AR RIS N (10 & T 04T B 50 G I 55
B, WZE RS AT A K.

8. Ifwe deemitrequired forthe purposes mentioned above, we may screen an individual related
to your company in our screening tool. For this, we process first name and last name and to
the extent available to us other personal information that can eliminate you from the positive
hits provided by our screening tool, such as middle name, alias(es), email address, date of
birth, gender, job title, employer, address details, country of citizenship and exceptionally ID
card number or passport number code (and only to the extent allowed by the applicable
laws).

R BATIN N R BB B2, JATTA] BeAE AT 97 A TR b i A 5 55w AH DG
NN Bk, R ENIATH T A T RS As Al a5 R bRy, AT b4
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For how long do we retain personal information?
BATRREN NG B ZKETE?

Personal information processed in the context of the due diligence process will generally be retained
by us for the duration of three years after (a) the decision to not enter into a relationship; or (b) the
end of the business relationship with the third party. Personal information may be retained longer
than the retention period if legal or regulatory requirements so dictate or if such longer retention is
required in case of a (potential) legal dispute.

AR PR ERE P I N AN NGB R, BRATER S TN A2 /RFE=F: () WREAS
ANV SRR B (b) S =J7 bR R, BAREUR BT A 2R ey (B7E
(1D AR AL, FATTAT LALE R PR A IR J5 Gk SR AF D AN B

Who has access to personal information?
WERT AN AER?
Access to personal information within the Spectris Group

BB LA B I BRI 1

The personal information will be available within the Spectris Operating Company you do business
with, to only those who need access to the personal information and only to the extent necessary to
meet the purposes specified above. We will take appropriate measures to ensure that your personal
information is appropriately safeguarded.

FES RN S AR B T s AR N, AR/ Z07 mA A MG 2B 53T A i 2
Bk A ERVEE A DT A NGB R B RIERAD MG B RE SRR, FATRERBGE 2
RI$E It

The personal information may also be accessed by individuals within Spectris who are tasked with a
compliance function, for example for further review of the answers provided in the due diligence
guestionnaire, or for maintaining the screening tool. These individuals are subject to confidentiality
obligations and trained in data protection. Further sharing of the personal information within Spectris
will solely be performed if and to the extent required for the purposes set forth above.

FEREHNES, Ao aERBE N A FERERTREVS AN AR, a0, Jyonh R ER R A 1) 6 1) 2 56
BATIHE— B B, BUON IS THBATYES . 255N 500 R 55 HLG e s 80l Or4r U7 T 1)
Fille 2 HAE Oy Bk H B pr 2, A A5 SRR A Wi T 3t — P 3L

Spectris runs a group wide data protection compliance program, meaning that your personal
information exchanged within the Spectris Group is treated with the same degree of care —regardless

of where processing takes place — as long as your personal information is transferred within the
Spectris Group.

BEEEEERTE BN SSEBIE R SR, KEWRE, TR ME BB AL,
BRI N BIEAE B B s B AL, RIS N5 BoR 2 52 3 R & W AR L AR AR5

Access to your personal information by third parties

B=TmH EANNG BRI
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The personal information is foremost intended for our internal business process in deciding whether
to enter into a business relationship with you or the company you work for. This means it is an internal
process, but we use a cloud-based system offered by a third party as a screening tool. We may also
occasionally decide to outsource due diligence to a third party or we may need to comply to
governmental and regulatory bodies and other third parties to whom we must disclose information
under applicable law, such as to comply with a court order or a request from a regulator or similar
legal process, or otherwise where necessary to comply with a legal obligation or for the administration
of justice. If required, we may share the personal information with our professional advisors, for
example in the event of a dispute or legal matter.

A NAE B E IR AEFAT B0 A BT 55 R o DAk 58 2 15 5 S B AP 2w Snk 55k
A, DI DA SRS, R, BT R =5 SR A T =i 1 R e F i & L
Foo BATHAT e A PUE )55 =T MR ERIA A, B JATTRT BE 7R EAK S 1& FVE AR AR AN BURF
AN AU S HAbEE =T7 (BRI E 2, B0, NRESFERiar & BN EOR 254U
RVEERARFY, BONEESFIER LSS BONPIE T A B T 2, N 7E L 0 S S0 sy e ) U
AT e 5 ERATHIEALB ] 70 N5 B

Where third parties are given access to personal information, we will take the necessary contractual,
technical and organisational measures.

WMRBAIRVFR =TT iR NE R, BATRERILZ MG R SR AU i -

If your personal information is transferred to a recipient in a country outside the People’s Republic of
China that does not provide an adequate level of protection for personal information, we will provide
for appropriate safeguards.

ARSI NAG B A8 B0 T rh Ao N RGN E DLAM A HoA [ S i Ak, oz lios R 4R
R EF VO EBELR NN MNE BRI, AR IRALE AR

Personal information obtained from third parties
MEBE=T5 MR BRI NE R

We work closely with third parties (including business partners, sub-contractors in technical, payment
and delivery services, advertising networks, analytics and search information providers) and may
receive personal information about you from them. Such information obtained from third parties will
be kept in accordance with the same duty of care as described in this Personal Information Notice,
and with any additional restrictions imposed by the third party that shared your personal information.

HATER =T (B EIEKAE BoR AFRESAT IR B T HME. ot k=R
ARMENED BEGE, HrBEMZEE R =T I S A RN NER . R =T 551t
A7 BRI S A AR BB KR h AR R AR L R SO AT IR, IR 2 R T R 3A1 173 =
TR NS 2S5 =5 it in AR T A AR 1 o

Personal information of third parties provided by you
BREWE=FTMAEE

If you provide the personal information of any third party to us for the purpose of Spectris’s due
diligence process, you undertake that you have obtained the consent of that third party on your
provision of his/her personal information to us and our processing of his/her personal information in
accordance with this Personal Information Notice.

g B A FRBURERE P 2 B B RS TRAAEMT S =T - N5 B0, BoRiniE e s
1250 =070 TR A BA R NAF B IS T IAUKIE AN NS @R B A NG BRI

Your Rights
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T HIBUH]

You have a number of rights under applicable data protection law in respect of our processing of your
personal information. These include:

FKT BN EAN NS BHATHALPE, ARG T B ORI N IR 2 TR, A 4:

e the right to request access to your personal information;
FUR YT R AN N AE B IR
e the right to request rectification of any personal information that we hold;
FORH IEFRATREA AT N E BB
e subject to certain conditions:
5 MR e AR A
o theright to request erasure of your personal information;
BRI A NE BB
o theright to request restriction of processing of your personal information;
BRI BN NS BB 47 B ] AR 5
o the right to have your personal information transferred to another controller;
KR NE B 5 Ho gz ) 2 IL LR
e the right to lodge a complaint with competent authorities.

[E)RH O A8 BT )R ROAN A
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